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US’;‘CCESS Uhattended Credential Activities Guide

The purpose of this guide is to help USAccess Credential holders complete the following

Unattended Credential Activities: Activating a USAccess Credential, Updating a USAccess
Credential, and Resetting a PIN.

To complete the Unattended Activation process, you need the system-generated password that was
sent to you in an e-mail stating your Credential is ready for pick-up.

Follow steps 1-10 to activate your Credential. If you experience difficulty with the activation process,
follow the directions under the What if my Credential Activation Fails? section.

Open the Unattended Activation Program

e Double-click the ,a
UNATTENDED L=
ACTIVATION icon on the resdBin e
workstation desktop.
Initiate Credential Activation U cooess
The Welcome screen displays. = =
. . Welcome to USAccess Card Management 9|
e Insert your Credential into the se this system o do the fotoming: \
card reader. Make sure your ok IRTIROUEN T
Credential is inserted all the Inseet your chre ioto & caed reades iow and click Contine
way into the reader. The ——

lights on the card reader
should blink. Wait for the
blinking to stop.
e Select the Continue button.
¢ Do not remove your
Credential from the reader.

Enter Your Password

e Enter the password you Dok
received in your Card Pick-up T e o Rt I Youri it '
e-mail in the Password field.
(You must have the password to continue the Seesacs m
Unattended Activation process.) o
e Select the Continue button. @
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Verify Your Fingerprint
The fingerprint verification window displays.
e Place your primary finger on

the fingerprint reader. Use

the finger indicated in the

hand diagram as your +

primary finger. If you are

unsuccessful at three

attempts, the indicator

prompts you for the ,

secondary finger. \ 'R \
Personalize Your Smart Card .
The system personalizes your Credential. Do not * NOTE: This process
remove your Credential during this time. When « may take between 5 to 8
the personalization is complete, the system asks ¢ minutes to complete.
you to enter a new personal identification 9 PieEs@ el fiel ey

the PIV card during this
number (PIN). * time.
Create Your Personal PIN U coees
The Welcome screen displays. - -
Welcome to USAccess Card Management <

Use the guidelines on the page to create a
strong PIN. Use only numbers in your PIN. Do
not use special characters or letters.
o Enter your PIN in the New Smart Card
PIN field.
e Enter your PIN again in the Confirm New
Smart Card PIN field.
e Select the Continue button.

Your tard has been successfuly unlocked

has bsan teerporanly ser to 266367
58 3 new PIN rumber for your card, It & amportant
10U erter hure as you wil need 4 40 use your amart

e your naw PIN rumber belows and click Contmue to

hew Smart Card PING eesaee
Corfirm New Smart Sard PIN; (seseee

Your new PIN must sati=fy the folowing conditons:
O Mot
& Mut st exceed & tharacters
& Muit te correctly confirmed

Mn ot least & charactars

Continun

Verify Fingerprint Again
The fingerprint verification window displays.
e Place your primary finger on

the fingerprint reader. Use
the finger indicated in the
hand diagram as your
primary finger. If you are
unsuccessful at three
attempts, the indicator
prompts you for the
secondary finger.
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Digitally Sign Privacy Act Statement
The ActivClient Login window displays.
Your Credential is now activated and
personalized. You must acknowledge this by
reading and digitally signing the Privacy Act
Statement.
e Read the Privacy Act
Statement and
Acknowledgement of
T onsibilities. Use the
scroll bar to view the entire

page.

o Select the button to
acknowledge you agree to
the terms.

e Enter your new personal PIN
in the PIN field to digitally
sign the Privacy Act, and then
select the OK button.

e Select the Yes button in the
Confirmation Required
dialog box.

Note: If the ‘Data Signing Failed’ error message
displays in the Confirmation Required dialog
box, select the No button, and then remove and
reinsert your Credential into the card reader and
try again.

ActivClient Login

Actvidantty

ActivClient

Plaasa arkar your PIN

Py |

Confirmation Requived

Sre w0l e vou went Lo inish

Subs = gning sompleted

vesT

Complete Credential Activation
When the Acknowledgement Confirmation
page displays, the Activation process is

complete.
e Remove your Credential from the card
reader.

o Close the Activation application and
return to the Desktop by clicking the X in
the upper right corner of the browser
window.

1001007110100R 1IN 11
1110078 g b

lf‘ HP Assureg}@yehfgty
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What if my Credential Activation Fails?
If the Credential activation fails the first time:
e Remove the Credential from the card reader.
e Using steps 1 through 9, try to activate the Credential a second time.
o If the error message says your card is "Locked,” ask the Registrar for assistance.

If the Credential activation fails the second time:
e Remove the Credential from the card reader.
o Ask a Registrar or Activator for assistance.

Credential holders occasionally have to visit USAccess Credentialing Centers to update their
USAccess Credential. You may need to perform this update because of a change made to your
Sponsorship record (such as an email address change), or because the certificates on your Credential
are set to expire soon. If you know your PIN, you can perform the update without assistance using
Unattended Activation. However, if you do not know your PIN, you will need to use Attended Activation
with an Activator’s assistance.

Please follow the steps below to complete a Credential update if you know your PIN.

1. Open the Unattended Activation

Program 23
o Double-click the iﬁ
UNATTENDED I_!f‘iﬁlTTFf‘-J[lE[ﬁl
ACTIVATION icon on the Gy
workstation desktop.
Launch My Digital ID Card Usfecess

The Launch screen displays.
e Select the Launch My
Digital ID Card link.

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,

s If activating your credential for the first time, you will be prompted to enter in the Activation
Password you recerved in your Credential Pick Up email, If you do not have your Activation Password,
please ask for assistance to activate your credential

« If updating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to update your credential.

To begin, dick on the link below.

nch My Digital ID Card

Copynght © 2009 Actwidentity Corporation Lo
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Insert Credential into card reader

The Welcome screen displays. _
s Welcome to USAccess Card Management wr 9|
e Insert your Credential into Use this system to do the folowing: |
the card reader. Make sure « Activate My New Smart Card :
your Credential is inserted O . 5 o |
all the way into the reader. Continoe | |
The lights on the card
reader should blink. Wait
for the blinking to stop.
e Select the Continue button.
e Do not remove your
Credential from the reader.
Enter Your PIN T —
The Please Identify Yourself screen displays. e -
e Enter your Credential PIN TS e Toumer >
in the Smart Card PIN St Gt e i N POSIATIR et
fleld BiGase Grier your smart cand PIN bafow and cick Continus
e Select the Continue button. -
The Personalize Your USAccess Card
US’;\ccsss

screen displays, indicating that your card is
being updated.

Important: DO NOT remove your card from
the card reader until this process is complete.
This may take a few minutes. The percent
complete displays on the screen.

i Card Managomont !
O

Personalize Your USAccess Card

Please be patent as your card is encoded
ThiS process wilf take several mirutes

Pleaze do not remove your card until the system acknowledges
It is ready for use

PIV ADM External sutharticaton done

& o=
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Successful Update
Once complete, the Welcome screen displays,

indicating your card has been successfully
updated.

e Select the Done button.

US’;\ccass

Gard Management § |
<

Walcome to USAccess Card Management

Your smant card Aos boen successhlly updated

Thant you for Lsing USAccass Smaetcand

Olease click Continus to procesd with sodtional cand updates

or chck Done to =at

Continue

Note: If you select the Continue button in Step
5, you will be directed to the Card Updates
Detected screen, where you can choose to
take further action.

e Select the Continue button to take
action on the listed item(s). In the

example shown, the action is to change
your PIN.

e Select the Done button to exit.

usfdccess Card Management
Card Updates Datected v
Lant Logan Frdey, Dasamber 00 2010 52801 I

Twled Attempts Snce Lest Logon: O

We have found the fokowing cptional updates for your smart

ard
Blagss seinct the sction you woukd Tke to parform at this time
and click Centnue, ar click Dena to owt:

%) r'd ke to chaoge the PIN of my srmart card

Done Continue

Card Update Complete

When you select the Done button, you are

returned to the Launch screen.

e You can remove your card
from the card reader. The
card update process is
complete.

usfccess

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,

o If activating your credential for the first time, you will be prompted to enter in the Activation
Password you recesved in your Credential Pick Up emal, If you do not have your Activation Password,
please ask for assistance to activate your credential

* [If updating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to update your credential.

To begin, dick on the fink below.

Launch My Digital ID Card

Copyright © 2009 Actividentity Corporation i Seings
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Follow these steps to reset the PIN on a USAccess Credential when the current PIN is unknown or the

Credential is locked. Begin by verifying your Credential is locked by using Unattended Activation. Then,
use the USAccess Self-Service Password Reset Portal to request a temporary password.

Verify your Credential is locked
e Double-click the
UNATTENDED ACTIVATION
icon on the workstation
desktop.

A

UMNATTENDED
ACTIVATION

Launch My Digital ID Card
The Launch screen displays.

e Select the Launch My Digital
ID Card link.

usfNccess

Card Management

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,
o If activating your credential for the first time, you will be prompted to enter in the Activation

Password you recerved in your Credential Pick Up email, If you do not have your Activation Password,
please ask for assistance to activate your credential.

* If updating your credential, you will be prompted to enter your Credential PIN. If you do not
remember your PIN, please ask for assistance to update your credential.

To begin, dick on the link below.

Launch My Dsgital 1D Card

Copynght © 2009 Actividentity Corporation

Insert Credential into card reader

The Welcome screen displays.

¢ Insert your Credential into the
card reader. Make sure your
Credential is inserted all the
way into the reader. The lights
on the card reader should
blink. Wait for the blinking to
stop.

e Select the Continue button.

¢ Do not remove your Credential
from the reader.

usfNccess

3 Card Management

Welcome to USAccess Card Management o
Use this system to do the following: ‘
|
|
|

*  Activate My New Smart Card
# Search for Updates for My Existing Smart Card
Insert your card into a card reader now and click Continue
Continue
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Enter your PIN

- - UsfiNcces
The Please Identify Yourself screen displays. e
Your Credential must be locked before you Please Identify Yourself ¢
attempt to reset your PIN Wlth Unattended In arder for us to venty your identity, you must anter your
Activation. smart card PIN number

° If your Credenual |S not already Please enter your smart card 2IN befow and click Continue

locked, enter an incorrect PIN
in the Smart Card PIN field,
and then select the Continue
button.

e Repeat for a total of six (6) .
incorrect entries to lock your
Credential.

Smaet Card PIN

e When the Smart Card Locked

° Smart Card | Usfccrss
screen displays, indicating
your card is locked, select the Smart Card Locked ¢

Done button.

Your card is locked because you entered tno many wrung PINs

Chck Done to swt USAccess Smartcard

Done

Access the Self-Service Password Reset Portal
e From any computer connected USQCCESS Program

to the Internet, enter the
following URL to access the

USAccess Self-Service 00 W e 19y 9 vy et
Password Reset Portal: tonses
https://portal.usaccess.gsa.gov/AssuredidentityAp . rTT—
fort fusn A rized Use Notshcation

plicant

e Read the Authorized Use

Notice, and then select the OK = m— "m
button. e
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Password Reset Request
The Password Reset Request screen displays.

e Selectthe | do NOT have my
card radio button.

e Note: If you have your card
and are located at an
activation station with a card
reader, you may select the |
have my card radio button,
and then enter your Birth Date.

e Enter your Last Name, Birth
Date, and Work Email in the
fields provided.

e Select the Submit button.

Important: The information entered on this screen
must match the information in your USAccess
record; otherwise, you will not receive an email
containing a temporary password.

USQCCESS Program

Password Reset Request

{(+) 1 do NOT have my card O have my card

Last Rame

The Password Reset Confirmation dialog box
displays, indicating that your password reset
request has been received.

e Select the OK button.
A temporary password is sent to the work email
address indicated in your USAccess record.

Password Reset Confirmation

Thank You. Your password reset request has been received.

Launch Unattended Activation
e Double-click the
UNATTENDED ACTIVATION
icon on the workstation
desktop.

o
i)
n.ﬁ

UMNATTENDED
ACTIVATION
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Launch My Digital ID Card
The Launch screen displays.

e Select the Launch My Digital
ID Card link.

usfccess

Card Management

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,
» If activating your credential for the first time, you will be prompted to enter in the Activation

Password you received in your Credential Pick Up email, Tf you do not have your Activation Password,
please ask for assistance to activate your credential.

* If updating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to update your credential.

To begin, dick on the link below.

Launch My Dhgital ID Card

Copynght © 2009 Actividentity Corporation

Insert Credential into card reader

The Please Enter Password screen displays,

asking you to enter the password you received in
the email.

Enter the temporary password in the Password
field.

Select the Continue button.

The Welcome screen displays. ;
. . Welcome to USAccess Card Management i 9|
e Insert your Credential into the Use this system to do the foowing: |
card reader. Make sure your *  Actete My New Smart Card \
N .. * Search for Updates for My Existing Smart Card |
Credentlal IS Inserted a” the Insert your card into a card rezder now and click Continue
way into the reader. The lights —
|
on the card reader should
blink. Wait for the blinking to
stop.
e Click the Continue button.
¢ Do not remove your Credential
from the reader.
Enter your password = d—

Card Management u
" Q

Your smart card 18 locked far secunity reasans, meaning that it
carnot be used Igan uatil it i unlocked

Please Emter The Password You Recebved In Yowr Cad
Pick Up Email And Click Continue

To unlock your card, please iIsentify yowrsslf to USAccass
Smartcard and cick Contirue to proceed

Srartcard 1D

Passmors:
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Verify your fingerprint

The fingerprint verification window displays.
Place your primary finger on the fingerprint reader.
Use the finger indicated in the hand diagram as
your primary finger. If you are unsuccessful at +
three attempts, the indicator prompts you for the
secondary finger I |||

Ll

The information contained in this document is proprietary and may not be transmitted or disclosed to
anyone outside of the Government or authorized representatives without written permission.

Last Updated 5/3/19 Page 12



